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SecureSphere agent for
DB2/400 - Benefits

Provides a complete audit trail and
reporting on all DB2/400 activities

Monitors and reports on suspicious access
and changes to business-critical objects

A reliable technology that safely audits
DB2/400 systems with minimal impact on
system performance

Audit trail integrated into award-winning
SecureSphere Database Activity Monitoring
(DAM) for heterogeneous enterprise-wide
auditing coverage

DATASHEET

SecureSphere Agent for DB2/400

Comprehensive Auditing and Reporting for AS/400
(IBM System i) Environments

AS/400 serves as a platform for critical corporate systems such as general ledger systems,
human resource systems or warehouse processing systems. Over the last few years,
increasing pressure to audit all access to sensitive data, and stream-line compliance
processes, is driving organizations to deploy automated solutions for auditing DB2/400
databases.

Imperva SecureSphere offers an agent-based solution to instrument the audit process
and trace access to DB2/400 data and data objects. With SecureSphere, organizations
can now fully audit these critical systems and be alerted on any suspicious activity which
may put business critical data at risk.

Comprehensive Auditing of All Access to DB2/400

In order to provide a complete and comprehensive audit trail, SecureSphere agent for
DB2/400 monitors all database activities, including Insert, Update, Delete, as well as
Read access of sensitive data. This is achieved by tracking information sources such

as the AS/400 Audit Journal (QAUDIJRN), database journals and ODBC requests from
the network.

Detailed DB2/400 Audit Reports and Security Alerts

SecureSphere agent for DB2/400 gathers detailed information about database access
requests including the source IP, the source user, date and time of the event, the raw

SQL statement, source application and more. SecureSphere analyzes the audit details
and profiles the behavior of users and applications. Based on the observed profile and
defined security and audit policies, SecureSphere alerts on “abnormal”activities and
provide the details required for further investigation. More routinely, detailed pre-defined
and custom audit reports can be produced and sent automatically to administrators

and managers.

Trusted Native AS/400 Agent Technology

The SecureSphere agent for DB2/400 technology was jointly developed with Imperva's
Technology partner, Raz-Lee Security - the leading AS/400 security vendor. The agent is
self-contained, user-friendly and has minimal impact on the monitored server. It tracks
all database activity whether via SQL or traditional I/0 originating from the network, the
web, interactive sessions or batch jobs. The configuration user interface follows CUA
standard conventions and all features are available via menus.

Broadest Coverage for Auditing Heterogeneous Environments

SecureSphere Database Activity Monitoring (DAM) is the industry’s leading auditing
solution providing a consolidated audit trail for heterogeneous corporate databases.
SecureSphere DAM enables organizations to automate the audit process and maintain a
centralized audit and security solution for all corporate databases.



Empowering Companies with Solutions That

Help Meet Critical Compliance Mandates

SecureSphere Database Activity Monitoring (DAM) delivers
automated and scalable activity monitoring, auditing, and
reporting for enterprise databases. Combined with the most
complete set of compliance reports, SecureSphere provides
comprehensive and cost- effective solution for implementing
security best practices and meeting critical compliance
requirements. Through this powerful solution, organizations
can implement an automated Data Security and Compliance
Lifecycle that stream-lines compliance efforts.
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Imperva SecureSphere Agent for DB2/400, Audit Views and Reports

About Imperva

Secure Enterprise Data with Imperva

The award-winning Imperva SecureSphere Database Security
Suite delivers comprehensive activity monitoring, real-time
protection, and risk management for Oracle, MS-SQL, IBM DB2
(LUW, z/OS and DB2/400), Sybase, Informix, MySQL and Teradata
databases.

Imperva SecureSphere application and database security
products provide the foundation for enterprise sensitive

asset protection and enable enterprises to achieve regulatory
compliance. SecureSphere comprehensively addresses enterprise
security and regulatory requirements by discovering and
classifying sensitive data, auditing access, protecting against
attacks and abuse, and automating compliance reporting.

Developed in partnership with

RAZ- LE
The iSeries Security Experts
www.razlee.com

Imperva, pioneering the third pillar of enterprise security, fills the gaps in endpoint and network security by directly protecting high-
value applications and data assets in physical and virtual data centers. With an integrated security platform built specifically for modern
threats, Imperva data center security provides the visibility and control needed to neutralize attack, theft, and fraud from inside and
outside the organization, mitigate risk, and streamline compliance.

www.imperva.com/go/DB2400
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